FLOW CHART 1: LEGAL OBLIGATIONS UNDER THE GDPR
INFORMATION
AFFECTED:

LEGAL REQUIREMENTS
- PROCESSING MUST BE:

LAWFUL, FAIR AND
TRANSPARENT

PERSONAL
DATA:
-

information
relating to
identifiable natural
person

- e.g. name,

location (address),
online identificator
(email address)

SENSITIVE
PERSONAL
DATA:
info relating to:
- racial/ethnic origin
- religious beliefs
- political opinions
- physical/metal health
- sexual life
- criminal offences
- biometric or genetic data

COLLECTED FOR
SPECIFIED,
EXPLICIT AND
LEGITIMATE
PURPOSE

ADEQUATE,
RELEVANT AND
LIMITED

PROCESSING IS
LAWFUL IF YOU:

HOW IS THIS
ACHIEVED?

THE OUTCOME:

YOU CAN HOLD/PROCESS
PERSONAL DATA IN ORDER TO
FULFIL YOUR OBLIGATIONS

PERFORM A CONTRACT

COMPLY WITH A LEGAL
OBLIGATION

FREELY GIVEN

SPECIFIC
PROTECT VITAL INTEREST
OF DATA SUBJECT

PERFORM A TASK IN
A PUBLIC INTEREST

INFORMED
UNAMBIGUOUS

SEPARATE FORM
T&Cs
ACCURATE &
UP-TO-DATE

KEPT FOR NO
LONGER THAN
NECESSARY

WHAT NEXT?

HAVE THE REQUIREMENTS
BEEN MET AND
IS CONSENT UP-TO-DATE?
(no more than 18 months - 2 years old)

VERIFIABLE
HAVE CONSENT
OF THE DATA SUBJECT that is:

NO
PROPERLY
DOCUMENTED

YES

YOU CAN HOLD/PROCESS
PERSONAL DATA IN REGARDS TO
THE SPECIFIC CONSENT
(for

a reasonable period of time or until
consent is withdrawn)

UPDATE CONSENT
EASILY
WITHDRAWN

APPROPRIATE
SECURITY
MUST BE ENSURED
PURSUE LEGITIMATE
INTEREST OF THE COMPANY
(except when overridden by interests,
fundamental rights and freedoms of
the data subject)

making sure all requirements are met so
that you can hold/process personal data

CAN YOU IDENTIFY
LEGITIMATE
INTEREST?

NO

YES

(honour individual’s request)

IS PROCESSING
NECESSARY?
(not just useful,
reasonable,
desirable)?

IF CONSENT:
DOES NOT FULFILL ALL OF THE
CRITERIA,
OR IS NOT UP-TO-DATE,
OR IS WITHDRAWN,
MAKE SURE YOU
DO NOT HOLD/PROCESS
PERSONAL DATA

SEEK CONSENT
NO

or another lawful way for
processing

YES
Has the outcome of
the BALANCING
TEST been
successful?

YES

Is the data subject aware that
you are processing their
personal data using legitimate
interest? Is this included in
your Privacy notice?

YOU CAN HOLD/PROCESS
PERSONAL DATA UNDER
LEGITIMATE INTEREST
(make sure you document this decision)

FLOW CHART 2: RIGHTS OF INDIVIDUALS UNDER THE GDPR
WHAT A MEMBERSHIP ORG MUST DO:

RIGHT TO BE INFORMED

RIGHT OF ACCESS

FOR THE FULL DETAIL, READ ICO WEBPAGE:

GDPR ARTICLE:

You must provide fair processing information.
This is typically through privacy notice (in order to comply with the need
for transparency).

https://ico.org.uk/for-organisations/data-protection-reform/overview-of-the-gdpr/
individuals-rights/the-right-to-be-informed/

Articles 12, 13, 14
Recitals 58-62

Individual has the right to obtain:
- confirmation that their data is being processed
- access to their personal data
- other supplementary information– this largely
corresponds to the info that should be provided
in a privacy notice.

https://ico.org.uk/for-organisations/data-protection-reform/overview-of-the-gdpr/
individuals-rights/the-right-of-access/

Articles 12, 15
Recital 63

https://ico.org.uk/for-organisations/data-protection-reform/overview-of-the-gdpr/
individuals-rights/the-right-to-rectification/

Articles 12, 16, 19

If data is inaccurate or incomplete, the individual has the right to have
their data rectified.
RIGHT TO RECTIFICATION

If such data were disclosed to a third party, they must be informed where
possible.
You must also inform the individual of the third parties to whom the data
have been disclosed.

RIGHT TO ERASURE

Individuals have a right to have personal data erased and to prevent
processing in specific circumstances such as:
- when they withdraw their consent,
- where individual objects to the processing,
- where the personal data is no longer necessary in relation to the
purpose for which it was originally collected/processed, etc.

https://ico.org.uk/for-organisations/data-protection-reform/overview-of-the-gdpr/
individuals-rights/the-right-to-erasure/

Articles 17, 19
Recitals 65, 66

Individuals have a right to ‘block’ or suppress processing of personal
data.
RIGHT TO RESTRICT
PROCESSING

When processing is restricted, you are permitted to store the personal
data, but not further process it.

https://ico.org.uk/for-organisations/data-protection-reform/overview-of-the-gdpr/
individuals-rights/the-right-to-restrict-processing/

Articles 18, 19
Recital 67

You can retain just enough information about the individual to ensure
that the restriction is respected in future.

RIGHT TO DATA PORTABILITY

Data subject can request data from an old Controller in a readable format
and move it from one provider to another.
The right to data portability allows individuals to obtain and reuse their
personal data for their own purposes across different services.

https://ico.org.uk/for-organisations/data-protection-reform/overview-of-the-gdpr/
individuals-rights/the-right-to-data-portability/

Articles 12, 20
Recital 68

RIGHT TO OBJECT

Individuals have the right to object to:
- processing based on legitimate interests or the performance of a task in
the public interest/exercise of official authority (including profiling);
- direct marketing (including profiling); and
- processing for purposes of scientific/historical research and statistics.

https://ico.org.uk/for-organisations/data-protection-reform/overview-of-the-gdpr/
individuals-rights/the-right-to-object/

Articles 12, 21
Recitals 69, 70

RIGHTS IN RELATION TO
AUTOMATED DECISION MAKING
AND PROFILING

The GDPR provides safeguards for individuals against the risk that a
potentially damaging decision is taken without human intervention.
Identify whether any of your processing operations constitute automated
decision making and update your procedures if necessary to comply with
the GDPR.

https://ico.org.uk/for-organisations/data-protection-reform/overview-of-the-gdpr/
individuals-rights/rights-related-to-automated-decision-making-and-profiling/

Articles 6, 9, 22
Recitals 71,72

FLOW CHART 3: DATA YOU ARE LIKELY TO HOLD/PROCESS

In most circumstances you can hold/process
personal data necessary to perform a contract
or to comply with a legal obligation or as a
legitimate interest i.e. IT Network security
REC 49.

CURRENT EMPLOYEES

You may need to comply with a legal
obligation for ex-employees (e.g. for tax
purposes — normally for up to 6 years).
After the legal requirement is fulfilled, make sure
you delete all personal data from all systems
(your PC, server, Cloud, backing up devices, paper
records, etc.).

EX-EMPLOYEES

CURRENT MEMBER

You are performing a contract or complying
with a legal obligation
(e.g. personal data for payment/tax purposes,
renewals or changes to the membership contract).

YES

NO

OLD MEMBER

SUPPLIERS

You can hold/process
their personal data, if:

You have consent for holding/processing
customer’s personal data (freely given, specific,
informed, unambiguous, separate from other
T&Cs, verifiable and up-to-date and via a
statement of affirmative action).

YES

NO

AND processing is considered necessary (not just
useful, reasonable or desirable)
AND you have run a successful balancing test
(indicating that interests, fundamental rights and
freedoms of the data subjects are not likely to be
overridden).
AND you abide by the first principle in regards to
transparency. The data subject should be aware
you’re pursuing a legitimate interest via a
suitable Privacy notice.

GDPR applies to all residents of the EU and their
personal data regardless of the country of their
residence.

If consent you have does not fulfil all the
requirements, consider repermissioning it
so it does (remember to exclude those
who have opted out).
If not possible, do not hold/process
personal data.

You are pursuing a legitimate interest

UK/EU NATIONALS/
OVERSEAS

For this, you do not need consent.

If not possible, do not hold/process
personal data.

AFFILIATES/
ASSOCIATES

PROSPECTIVE
MEMBERS

Explore securing their consent, pursuing
legitimate interest or any other legal way.

You can hold/process personal data necessary to
perform a contract or to comply with a legal
obligation.

You have a legitimate interest.
Ask yourself: Would they expect me to hold/
process their personal data? If so, you should be
able to do so.

YES

NO

You can hold/process personal data for the
specific purpose that the individual has given
their consent for.

You do not have a legitimate interest.
You should not hold/process personal
data.
Explore other legal ways.

FLOW CHART 4: Direct Marketing—Impact of GDPR & Privacy & Electronic Communications Regs
Is this “the communication of any advertising or marketing material directed to a particular individual”?

GDPR
LAWFUL BASIS

MARKETING
CHANNEL

CHECKS

RECIPIENT
PECR

ARTICLE 6
EXISTING
MEMBER

SOFT OPT-IN

A) Consent
B) Contractual
F) Legitimate
Interest

EMAIL

PERSONAL
EMAIL (B2C)

MADE
ENQUIRIES

NEITHER OF
ABOVE

SOFT OPT-IN

CONSENT

DIRECT
MARKETING

BUSINESS
EMAIL (B2B)

OPT-OUT

OPT-OUT

POST

OPT OUT
PHONE

CHECK AGAINST
TPS/CTPS

https://ico.org.uk/for-organisations/guide-to-pecr/electronic-and-telephone-marketing/

OPT-OUT

NOTES
A sale of a commercial product or service. Members must
have been offered an opt-out at the original point of data
collection and at every point thereafter. Has a shelf life.
Marketing for related products/services only
Prospective Member has entered into a negotiation of sale.
Members must have been offered an opt-out at the original
point of data collection and at every point thereafter. Has a
shelf life. Marketing for related products/services only

Knowingly and freely given, clear and specific. It must
involve some form of positive action – for example, ticking
a box, clicking an icon, sending an email, or subscribing to a
service – the contact must fully understand that they are
giving you consent.

Corporate Subscribers Requires a Legitimate Interests
Assessment and Balancing Test.
Must be Transparent and Fair - data subject must be aware
via a Privacy notice. Limited usage

Data must meet GDPR requirements i.e. a Legitimate
Interests Assessment and Balancing Test.
Must be Transparent and Fair - data subject must be aware
via your Privacy notice. Limited usage

Data must meet GDPR Requirements i.e. a Legitimate
Interests Assessment and Balancing Test.
Must be Transparent and Fair - data subject must be aware
via your Privacy notice. Limited usage

